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Abstract—This paper describes the possibility to use the
blockchain technology for load and generation aggregation in
a new distributed Demand Response (DR) service and customers
remuneration system. The blockchain technology and the use of
smart contracts for DR allow the creation of a distributed system
in which customers can communicate directly, in a transparent,
secure and traceable way, with the grid operator to provide
their flexibility. In this paper, the DR problem formulation takes
into account several aspects, which are periodically executed.
First, the blockchain records customers’ energy consumption
or production, then, the smart contract starts calculating the
baseline and the potential support provided by each customer
to fulfill the requested load adaptation. Customers’ availability
for generation and load profile modulation is also taken into
account, as well as their privacy and an updated definition of the
roles of grid and market operators in a new Demand-Response
scenario supported by the blockchain technology. The blockchain
used is Hyperledger Fabric, since it turned to be flexible for
smart contracts implementation while supporting multi-tenancy.
Results show the possibility to successfully apply the blockchain
technology to this particular topic, even considering privacy-
preserving issues.
Index Terms—blockchain; transactive energy; microgrids; en-
ergy market; peer to peer; smart contract; demand response.
LIST OF SYMBOLS
α learning rate
β weight of the terms of the availability profile
φ overall desired load reduction
φj overall desired load reduction at the j-th iteration of
the smart contract
σ sensitivity of the smart meter
c customer’s identifier
CL cluster of customers
CLj cluster of customers at the j-th iteration of the smart
contract
h hour of the day
i index of the DR event
r remuneration
A vector of filtered availability profile for the 24 hours
A∗ vector of current availability profile for the 24 hours
B(c) baseline vector of the customer c
B(CL) baseline vector of the cluster CL
Ah,i availability at hour h during the DR event i
∆P load reduction performed by the customer
∆PB,h,i difference between the baseline and the target con-
sumption at hour h for the i-th DR event
∆PB difference between the baseline and the target con-
sumption
Manuscript received Month day, year; revised month day, year.
∆PDR,h,i difference between the baseline and the target con-
sumption for a customer at hour h for DR event i
∆PDR difference between the baseline and the target con-
sumption for a customer
P¯
(c)
B,h baseline’s value of the customer c at hour h
P measured load during a DR event
P
(CL)
B baseline’s value of the aggregated load of the cluster
Ph,i measured load at hour h during the i-th DR event
Pt,h,i requested target load during the i-th DR event at hour
h
Pt requested target load during a DR event
Ψ(c) fraction of the load reduction to be required from a
customer
H Heaviside function
(R2.6),(R3.1)
I. INTRODUCTION
BLOCKCHAIN capabilities are evolving and Smart con-tracts technologies are peaking the Gartner hype cycle
for blockchain business in 2019 [1]. A whole set of industry-
related blockchain applications is now appearing [2], [3].
Moreover, if we observe the position of blockchain technology
for the utility industry in 2019, it is still on the rise, witnessing
the big expectations as a critical technology for delivering
reliable, affordable and ubiquitous commodity services in the
power systems field. Blockchain has many applications in the
energy field mostly aiming at energy trading between peers
[4]–[7] such as producers or prosumers [8] or electric vehicles
[9], [10]. Many recent papers have presented very complete
surveys on energy blockchain and transactive energy [4], [7],
[11]–[16]; however, few papers have considered in detail the
application of the blockchain technology to the delivery of
electrical load management services. One of the first papers
on the topic [17], proposes the use of decentralized blockchain
mechanisms for delivering transparent, secure, reliable, and
timely energy flexibility services. In this way, the adaptation of
energy demand profiles of electricity prosumers is transparent
to all the stakeholders involved in the flexibility market (Dis-
tribution System Operators primarily, retailers, aggregators,
etc. . . ). In [17], the Ethereum platform is used for handling
smart contract’s execution. However, it seems that no consider-
ation is made about energy consumption and costs associated
with the execution of smart contracts in this permissionless
environment. Moreover, privacy-preserving mechanisms need
to be implemented, since electrical consumption data are
considered as personal data. According to the General Data
Protection Regulation [18], they cannot be shared even under
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pseudonymization. The possibility offered by the Hyperledger
fabric of selective transparency on data allows, on one hand,
transparency on what is relevant for smart contracts imple-
mentation and, on the other, sufficient privacy preservation
for personal data. Another interesting paper [19] tried to
combine blockchain technology with the interoperability of
the OpenADR protocol, with a new paradigm for Demand
Response (DR). Even in this case, the Ethereum blockchain
is used and the problem of handling privacy is not completely
solved. The work in [20] proposed an energy sharing-model
with price-based DR where a dynamical internal pricing model
is formulated for the operation of an energy-sharing zone.
In [21] the authors proposed a P2P aggregation framework
for providing ancillary services to the utility where blockchain
can be used for managing the flexibility exchange. In [22], a
distributed direct load control scheme for large-scale residen-
tial DR was proposed, built on a two-layer communication-
based control architecture where an energy management con-
troller uses wireless links to schedule operation of appliances
according to a local power consumption target.
To the knowledge of the authors, none of the papers on
blockchain and DR deals with a transparent evaluation of the
Customer Baseline Load [23] (CBL) for each customer with
smart contracts, as well as with the customer’s remuneration
depending on deviation from the CBL. The CBL describes
the typical customer’s consumption profile and permits to
evaluate if changes occur in response to a DR program. The
latter is deduced based on measurements available from smart
metering devices on a defined number of days. The baseline
should be recalculated along time, as the consumption habits
may change in the long term. The CBL estimation is a strategic
issue in the successful implementation of DR programs and
in designing compensation mechanisms. Indeed, the difference
between the CBL and the actual consumption represents the
customers’ performance under the DR program and is the
reference to design the economic compensation mechanism.
The accurate estimation of the CBL is thus critical to the
success of DR programs because it involves the interests of
multiple stakeholders including utilities and customers. For
this reason, the literature has extensively treated the problem
of CBL estimation. For example, the work in [23] proposes an
estimation approach of CBL for residential customers based on
clustering. The work in [24] proposes an error analysis of the
same CBL calculation methods considered in [23] to determine
which methods are best suited for residential customers. The
‘HighXofY’ method [25], [26] is currently adopted by the New
York Independent System Operator (NYISO) and provides the
average of the consumption of the highest X consumption
days within a range of Y non-DR days preceding the day
under analysis. This method is based on the hypothesis that
the load profile of an individual customer during the weekdays
is different from the load profile during the weekends, as
proposed in [23] and in [24]. In [27] the authors analyze the
DR baselines for residential customers including the impact of
the baselines on the profit of all parties concerned, customers
and company, proposing a novel yet relatively simple baseline
method called ”LowXofY”. This method has a more negative
bias than baselines evaluated with the other methods, but it
is more accurate. In [23] the authors improve the accuracy of
CBL estimation for incentive-based DR programs through a
CBL residential estimation that uses the Synchronous Pattern
Matching principle. This new method, compared to the non-
synchronous estimation methods, presents significantly better
overall performance. In the experiments here proposed, the
authors use the ’HighXofY’ method for assessing the CBL,
due to the continuous update of the CBL and the ease of
implementation. (R2.1)
This paper proposes a blockchain-based framework for
implementing DR where the smart meter provides data of
load or generation and such data is loaded on the blockchain
through a client application. Then, a dedicated smart contract
computes the baselines using the ‘HighXofY’ algorithm and
adds them to the ledger. The day before the delivery of the
service, the grid operators (DSO/TSO) publish the request of
load reduction to avoid congestion in the network, in terms of
time window and reduction amount. Under the hypothesis that
all customers take part in the DR program, a dedicated smart
contract distributes to the customers the total load reduction
communicated by the grid operator, taking into account the
availability of each customer to modulate his/her generation or
load. After the event, customers can invoke the smart contract
to check how much their consumption has been compliant with
the grid operator’s request. The smart contract remunerates
the customers with energy tokens, according to a parabolic
remuneration function prizing those customers that better met
the grid operator’s request.
The proposed approach can be useful in various applications
where a bottom-up or peer-to-peer aggregation for providing
flexibility to the grid operators can be implemented, like in
the scenarios proposed in [21] and [28]. In this latter case, in
the absence of a third-party aggregator, the approach can be
applied using a Virtual Aggregation Environment, as described
in [21].
The main contributions of this paper reside in the ex-
perimentation, in a laboratory, of using smart contracts for
aggregating loads instead of private applications owned by
different parties. As a result, the entire aggregation for demand
response can be disintermediated. The main functions executed
by the implemented smart contracts for this work are:
• CBL calculation;
• Calculation of each customer’s flexibility through an
indicator called “Availability Profile”;
• Notification of DR events;
• Verification of compliance to the grid operator’s request;
• Assignment of load reduction and remuneration to the
customers.
(R2.3)
II. DR PROBLEM FORMULATION
The DR formulation takes into account a scenario where the
grid operator asks the customers to modify their loads to meet
the technical requirements of the grid. The grid operator sends
DR signals to change the loads, in the range of the available
flexibility obtained as the sum of the flexible powers declared
by the customers. Each customer has a different inclination
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(availability) to follow the communicated indications. Indeed,
loads adapt according to an availability function that analyti-
cally implements the customer’s willingness to participate in
DR events: some customers are flexible enough to change
their typical load profile, others do not want or cannot adapt.
Customers’ typical consumption profiles are the baselines, they
are references to compute the actual customers’ adaptation to
DR events. In the rest of the paper, all customers of the cluster
are assumed taking part in DR events, which are considered
composed by the following steps, which are run periodically:
1) Smart meters record the customers’ load consumption;
2) The customers’ client applications send to the blockchain
the new metered data;
3) Before the communication of a new DR event, the grid
operator triggers the baselines and availability profiles
calculation functions of the smart contract;
4) The grid operator notifies the DR event on the blockchain:
day, time window and total load reduction/increase;
5) The smart contract, considering the baselines and the
availability profiles evaluated, distributes the overall re-
quest to the customers;
6) The day of the DR event, each customer reads from
the blockchain the desired load reduction evaluated by
the smart contract in order to satisfy the grid operator’s
request;
7) The DR event takes place;
8) The customers’ load consumption during the DR event is
recorded on the blockchain as explained in steps 1) and
2);
9) The day after the DR event, the market operator triggers
the smart contract to check if customers’ consumption
has been compliant with the grid operator’s request.
10) If the customers’ consumption has been compliant with
the request, the smart contract remunerates them with
energy-tokens.(R3.4)
The baseline of a customer c consists of a vector of typical
power consumption in 24 hours, whose general expression is
given below in (1).
B(c) =
[
P¯
(c)
B,1, P¯
(c)
B,2, ..., P¯
(c)
B,h, ..., P¯
(c)
B,24
]
(1)
The horizontal bar above the symbols of power consumption
P¯
(c)
B,h indicates that load values related to a specific hour h
of the day d are dynamically averaged over multiple days
according to the following formula:
P¯
(c)
B,h =
1
X
∑
j∈High(X,Y,d)
P
(c)
B,h,j ∀ h ∈ {1, 2..., 24} (2)
This averaging method for CBL calculation is called “High-
XofY” [24]. The left term in (2) is the value of the baseline
at hour h by averaging the power of the X days with the
highest consumption within the Y non-DR days preceding day
d. This averaging methodology works on a set of the Y days
that do not include DR or curtailment programs, holidays, etc.
Please refer to [25] for further details. (R2.1) In the rest of this
paper, the day d is not explicitly indicated as it is the day on
which the DR event is notified to customers, which is assumed
is the day before the DR event. The baseline is calculated
over the Y preceding days belonging to the same group
(weekdays, holidays, etc.) of homogeneous consumption. The
sliding window over the last Y days permits to take into
account seasonality.
The vector sum of all the baselines for the customers
belonging to a cluster CL is the typical power profile of the
aggregated load, as indicated in (3).
B(CL) =
∑
c∈CL
B(c) (3)
When the grid operator communicates a load reduction for
a given hour h, the customer’s client application runs the smart
contract to check what is the assigned load reduction during
hour h leading to the maximum remuneration.
This assigned load reduction for each customer is calculated
by the smart contract taking into account the ”Availability
Profile” (A) of the customer, which represents the customer’s
inclination to respond to the request by the grid operator. This
quality figure shows customers’ performance as the sum of
two terms: the first provides information on how difficult is
the reduction requested by the operator, named difficulty; the
second provides how good is the customer’s compliance while
following DR indications, named compliance. Additionally,
A evolves at any new DR event. For ease of notation, the
superscript (c) has been omitted in all subsequent formulas.
The A of a generic customer is a vector of 24 elements, as
many as the hours in a day. The 24 elements of the vector
A represent the availability to modify the load at hour h,
during the i-th DR event. This value is composed of two terms
weighted by β and 1 − β, both ranging between 0 and 1, as
in (4).
A∗h,i = β
∆PB,h,i
P¯B,h
+ (1− β) σ
σ + ∆PDR,h,i
(4)
(R3.2)
In this expression, ∆PB,h,i is the difference between the
baseline P¯B,h at hour h and the target consumption Pt,h,i at the
same hour; σ is the sensitivity of the smart meter (typical value
is taken as 30W, considering an accuracy of 1). ∆PDR,h,i is
the absolute difference between the customer’s load profile
measured during the DR event and the target load profile. The
two terms of the Availability Profile are both normalized as
∆PB,h,i / P¯B,h ∈ (0, 1] and σ/(σ+∆PDR,h,i) ∈ (0, 1]. Both
terms are calculated at the i-th DR event occurring at hour
h. The first term accounts for what fraction of the baseline
has been requested to be changed, ∆PB,h,i=|P¯B,h-Pt,h,i| (See
Fig. 1). The bigger is the first term and the higher is the effort
requested to the customer. The second term accounts for the
actual “capacity” of the customer, ∆PDR,h,i = |Ph,i-Pt,h,i|,
defined as the difference between the measured load profile
Ph,i and the requested target load Pt,h,i for the customer c at
the hour h. This term measures the customer’s capability to
‘follow’ the directions given by the grid operator. The smaller
is ∆PDR,h,i and the more compliant to the grid operator’s
request is the customer’s load profile. In (4) ∆PDR,h,i is
compared to σ, which is the sensitivity of the smart meter,
so when ∆PDR,h,i is close to zero, the second term is close
to 1.
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Fig. 1: Quantities involved in an exemplary Demand Response
event.
In (4), the value of β ∈ [0, 1] defines which of the two terms
is the most important to evaluate customer behaviour. On one
hand, β higher than 0.5 will prize those customers who had
been requested more effort in the adaptation (first term), even
if they have low compliance (second term). On the other hand,
β lower than 0.5 will prize customers that follow precisely the
target profile (second term), even if it does not require such
an effort (first term). We propose to set β = 0.2 as the second
compliance term has more stability effects on the system than
the first on difficulty. In fact, in the long run, the system
will require greater effort to those that performed better,
therefore their difficulty is expected to increase in subsequent
DR events. However, when the required effort increases too
much, the customer will presumably not be able to respond
adequately. As a consequence, the availability profile will
reduce in a closed-loop control. Instead, if the weight of the
difficulty term is dominant (β > 0.5), more reduction will be
assigned to those that were requested more, without caring
if they are able to follow the indications. Fig. 2 reports how
the availability profile depends on ∆PB,h,i, and ∆PDR,h,i,
which are hypothesized belonging to domestic users whose
residential committed power is 3 kW. The figure shows how
the Ah,i values, hosted in the z-axis, are between zero and
one in the three cases discussed above for β ∈ {0.2, 0.5, 0.8}.
(R3.2)
According to Fig. 1, from 11:00 to 16:00, the customer did
not fully satisfy the reduction requested by the grid operator
(∆PDR,h,i 6= 0), instead, he fully satisfied the request from
16:00 to 19:00 (∆PDR,h,i = 0). Therefore, if the difficulty
to accomplish the request for the customer is high, even if
he was not compliant, the availability will tend to be high
anyway. If the difficulty to accomplish the request is low, the
not compliance is more severely considered and the availability
is low. Of course the two terms are then weighted using β.
The Availability is thus recalculated at each DR event but to
account for past events and filter out steep behavioural varia-
tions, a memory term is considered. The value of Availability
becomes more and more defined as the number of DR events
to which the user takes part increases, using the learning rate
α. Such a real parameter takes a value lower than 1. As a
Fig. 2: Availability of a customer at hour h for the DR event
i, when β ∈ {0.2, 0.5, 0.8}
result, the Availability of a generic customer calculated after
the i-th DR event is expressed as follows:
Ah,i = α ·A∗h,i + (1− α) ·Ah,i−1 (5)
where:
• i indicates the last DR event;
• α ∈ [0,1] is the learning rate for the time-based adaptation
of the Availability Profile of the customer.
In this case, α has been set to 0.2 to filter out steep
behavioural variations of users.(R2.8) As explained in the
following paragraphs, the Availability is used to calculate
the fraction of load reduction required to each customer
belonging to a cluster CL (we will consider only a load
reduction and not an increase to simplify the explanation). The
easiest way to attribute a load reduction to a single customer
belonging to a cluster is to share it proportionally to the ratio
(baseline)/(baseline of the cluster) at a given hour. However,
this method do not account for the availability of a customer
to respond to a given input from the grid operator. On the
other hand, altering the strict proportional partition of the load
reduction leads to a request that can be higher or lower than the
overall request. For this reason, while the authors propose to
include the availability in the assessment of the fraction of load
reduction to be given to each customer, they also propose to
correct iteratively the assignment so as to reach a good match
between assignment and request. In this way, the whole DR
technique will gain reliability and precision. If φ is the overall
desired load reduction communicated by the grid operator for
a given hour h for the i+1 DR event, the smart contract will
distribute this overall request to the customers belonging to the
cluster CL considering the Ah,i of the customers, and using
the following iterative algorithm that at any step j assigns a
fraction of the residual load reduction, Ψ(c)h,j , as follows:
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Ψ
(c)
h,j = φj ·
(1 +Ah,i)
2
· P¯
(c)
B,h
P
(CLj)
B,h
(6)
where c ∈ CLj and CLj ⊆ CLj−i ⊆ · · · ⊆ CL0 = CL:
φj =
{
φ if j = 0,
φ−∑c∈CLj∑j−1k=1 Ψ(c)h,k otherwise. (7)
The total load reduction requested to a customer at step j
is, therefore, expressed by:
∆P
(c)
B,h,j =
j∑
k=1
Ψ
(c)
h,k (8)
In (6), the iterative algorithm, at any step, assigns to the
cluster a fraction of the residual reduction load between 0.5
and 1, as Ah,i ∈ [0, 1]. The cluster CLj changes at any step
j of the algorithm; in fact, those customers that have already
been requested to reduce their loads to zero do not participate
in the next assignment steps, therefore CLj = {c | ∆P (c)B,h,j <
P¯
(c)
B,h}. The exit condition of the iterative algorithm is that the
residual reduction is lower than a threshold. As reported in (4),
if the customer is reliable and/or has a very high potential to
respond to the request, then, he/she will be called to a higher
effort during the next DR event. The Availability is initialized
to 0.5 when the user has not yet participated in any DR event
at the specific hour h, assuming a neutral behavior. Then, at
any DR event, the Availability will be updated according to (5)
and the smart contract will assign a load variation according
to (6). In (6) the alteration of both the individual and cluster
baselines are functional to the update of the assignment of the
load reduction to the customers, according to their availability.
(R3.7)
Currently, in the management of DR events, the grid op-
erator communicates to the aggregator the request for load
modulation in a given area of the electrical system. The
participation of consumers/producers in the DR service takes
place through their aggregation in virtual units, set up and
managed by the aggregator or Balancing Service Provider
(BSP), that is responsible for responding to modulation orders
given by the grid operators. The aggregator or BSP that knows
the total capacity of customers of that area, who participate
in the DR service, responds to these orders by requesting, in
compliance with the constraints and requirements necessary
for the aggregated resources, the modulation of the load in
the virtual load unit [29]. The price that the grid operator will
pay to the aggregator for its service is determined through
an auction between them; then, at the end of the DR event,
the aggregator pays customers according to the agreed remu-
neration system [30]. The day in which the DR service takes
place, the customers’ consumption is recorded by the smart
meters. At the end of the day, the smart contract remunerates
customers.
Customers’ remuneration is one of the most important
aspects of DR programs. Indeed, remuneration is vital for
maintaining a DR program along time. Various remuneration
schemes are present in the literature. Some methods provide a
constant reward for each unity of energy consumption that has
been modified by the customer, others consider the remunera-
tion as a function of the change in the customer’s profile [29].
Still, the remuneration can change with the time of the day
(as in Time-of-use schemes) or with the kind of customer. As
an example, in [14], an optimal bidding strategy is proposed
where a Load Aggregator manages the flexible resources
of the customers in order to maximize the additional profit
while bidding in the Day-Ahead market. At the same time,
the Aggregator remunerates the customers considering both
the deviation from the customers’ baseline and the reduced
power. In [31] the authors consider different remunerations
for five categories of customers. In [32] the authors propose a
remuneration scheme considering an incentive price dependent
on the customer’s power modification due to the participation
in a DR program, and the differences between the quantity of
energy bought by the Utility in the Spot market and the retail
price for the customers, so as to limit the loss for the Utility.
In [33], instead, the objective to maximize while remunerating
the customers is the profit for the Aggregator. Finally, in [34] a
positive/negative (limited) quantity is added to the retail price
in each period of a day in order to encourage load shifting
from a price period to another. (R2.2),(R2.3),(R3.5) In this
paper, a quadratic remuneration function is used. The latter
is usually adopted for economical evaluations in the electric
energy field [30], and for the DR event is expressed as follows:
r =
24∑
h=1
H(P¯B,h − Ph) · (P¯B,h − Ph)2 (9)
whereH is the Heaviside function; it is 1 when the argument
is positive, and 0 otherwise, permitting to remunerate only
load reductions and neglecting load increments. (R3.6) In (9),
P¯B,h is the baseline value at hour h, Ph is the measured
load profile at hour h and their difference is representative of
customer response during the DR event (see ∆P in Fig. 1).
In our experiments, the operator requests load reductions and
only those consumers that reduce their load receive a reward,
according to a parabolic law. Additionally, the proposed ap-
proach may be modified using different remuneration functions
(e.g. depending on the season, the day of the week of the DR
event, etc.) (R3.6)
III. THE BLOCKCHAIN PLATFORM FOR DR
The proposed blockchain platform addresses efficiently the
two most relevant issues that prevent applying the blockchain
to DR programs: privacy issues and a the presence of a large
amount of measured data to be stored and shared in the
blockchain.
A. Privacy issues
Hyperledger Fabric consists of three types of nodes: Or-
derers (responsible for establishing consensus), Peers (host
the ledger and smart contracts, here called chain codes) and
Clients (used for submitting transactions). Transactions are
implemented by interactions with the peer nodes hosting
the ledger (where data reside) and the chaincodes (smart
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contracts). Interactions, in turn, can be reading data from the
ledger, writing data to the ledger, running chain codes and
writing the results on the ledger. All members of Hyperledger
Fabric blockchain are grouped into organizations and multiple
organizations can group into consortia. An organization can
host more Peer and Client nodes. The transactions are submit-
ted by the Client nodes. The peer nodes host the chain codes
and the ledger itself. In our application for DR, transactions
are submitted by the grid operator, market operator or by the
customers. Therefore, the validation process must guarantee
that organizations do not misbehave. There is no central
authority for validation but a policy called “Endorsement
Policy”. Endorser peers, which are the peers in which the chain
code is installed, do a similar task. They make sure that before
updating an asset, namely before updating the blockchain and
its content, its state is correct. Once a transaction is endorsed
by the relevant participants, Orderer Service Nodes comes
into play. At this time, the client broadcasts endorsed (signed)
transactions to Orderer(s). Orderers verify that the client has an
appropriate role, which is required to modify the ledger and
in case it is confirmed, collect transactions into blocks and
broadcast them to the channel when blocks reach a defined
size or after a specific amount of time [35]. In the proposed
application, the authors consider two organizations grouped
in a consortium called DR Consortium. The first organization
(Org1) is composed of grid and market operators, while the
second (Org2) is composed of market operators and customers
(see Fig. 3). For private communication between members
of a consortium, Fabric uses the channels, communication
mechanisms among peers that allow data isolation. Through
the Client, the members of the DR Consortium can execute
transactions interacting with the smart contract that is installed
on all the peers. The communication takes place through
communication channels so that members of the consortium
can communicate with each other. The identities of all the
members of the network are encapsulated in X.509 digital
certificates, dispensed by Certificate Authorities (CA). These
certificates are verified by Membership Service Providers
(MSPs), which define the rules that govern valid identities for
each organization. Generally, every organization has its MSP
and CA [36]. In this application, two MSP were considered,
one for Org1 and one for Org2. So the MSP of Org1 is
managed by the grid operator and is needed to verify the
identity of the market operators, while the MSP of Org2 is
managed by the market operator and is needed to verify the
identities of the customers. An important feature of the digital
identity is the possibility to include inside it some additional
attributes, which fabric uses to determine permissions to use
the different functions implemented by the smart contract. In
the proposed scenario, the CA of the Org1 includes the ID of
the market operator inside his digital identity and the CA of
Org2 includes the smart meter ID inside the digital identity
of each customer. Thanks to this, it is possible to manage the
permissions for the use of smart contract functions and privacy
among the various network users. In fact, each customer can
read from the blockchain only those data that concern him,
such as his own baseline, his own consumption or earned
tokens, but he cannot read the metered data related to another
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Fig. 3: DR Blockchain-based network.
customer. Indeed at that time, if he tries to make a query about
these data he will get an error signal since only the ID of
his smart meter is present in his digital identity. Fig. 3 shows
the architecture of the proposed blockchain-based platform for
DR.
B. Managing large amounts of data for DR
In the proposed architecture, it is possible to adopt two
different approaches to solve the problem of managing large
amounts of data. The first is to create different channels
for sharing data. One channel for each grid operator-market
operator-customer group in which the consumption data are
shared, used for the baseline calculation, and a general channel
to which all the customers of the network take part where the
data useful for calculating remuneration and the remuneration
itself are visible. The second is to create a single channel
and use private data collection. This feature of Fabric allows
a defined subset of organizations on a channel to support,
commit, or query private data without having to create a
separate channel. A private data collection is a combination
of two elements:
1) Current private data: sent peer-to-peer via a gossip pro-
tocol only to organizations authorized to view them. This
data is stored in a private database on the peer.
2) A hash of such data: which is approved, ordered and
written in the ledger of each peer on the channel. The
hash serves as proof of the transaction and is used for
state validation and can be used for control purposes.
Furthermore, there is the possibility of automatically removing
a part of the data that turns out to be useless after a certain
period of time. In the case considered, for example, it is
possible to delete the data used to calculate the baseline, after
the latter has been memorized on the blockchain state [37].
In this work, the second solution has been adopted.
IV. APPLICATION
Hyperledger Fabric is a blockchain with highly modular
and configurable architecture, which allows versatility and
Authorized licensed use limited to: Univ degli Studi di Palermo - Univ of Palermo. Downloaded on July 04,2020 at 11:55:00 UTC from IEEE Xplore.  Restrictions apply. 
0093-9994 (c) 2020 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.
This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TIA.2020.2992958, IEEE
Transactions on Industry Applications
JOURNAL OF LATEX CLASS FILES, VOL. 14, NO. 8, AUGUST 2015 7
optimization for a wide range of use cases. Fabric is the
first distributed accounting platform to support smart contracts
written in generic programming languages, such as Java, Go
and Node.js. The Fabric platform is permissioned, which
means that, unlike a public network without authorization, the
participants are known to each other rather than anonymous.
One of the most important properties of the platform is the
possibility to choose the consensus protocol. For example, if
may be implemented within a single company, can be a proof-
of-work, proof-of-stake, a Byzantine Fault Tolerance (BFT),
etc. In addition, Fabric may use consensus protocols that do
not require a native crypto-currency to incentivize expensive
mining activities or to fuel the execution of smart contracts
[38]. The absence of cryptographic mining operations allows
the platform to be distributed at the same operating cost as
any other distributed system.
The combination of these features makes Fabric a highly
performing platform in terms of transaction processing and
transaction confirmation latency and allows privacy, transac-
tion confidentiality and the implementation of smart contracts
[39]. We validated our DR proposal running multiple hosts,
communicating with each other over a network built on Docker
swarm [40]. Our experimental setup considers four Virtual
Machines (VMs) and a blockchain network consisting of the
following components (see Fig. 3):
• A Certification Authority (CA Org1), on VM1;
• A Certification Authority (CA Org2), on VM2;
• An Orderer Service node, on VM1;
• A grid operator peer (Peer 1), on VM1;
• A market operator peer (Peer 2), on VM2;
• Customer peers (Peer 3 and 4), on VM3 and VM4;
• Clients on VMs for communication with peers.
The two organizations compose a consortium called DR
Consortium (see Fig. 3) [41]. Members of an organization
interact with the blockchain through smart contracts (chain
codes) installed on peers. One dedicated smart contract, writ-
ten in Go, takes care of the execution of the DR mechanism
explained in section II. With this smart contract, the grid
operator notifies the requests to increase or reduce the load in
a given period of the day to avoid congestion on the network;
the smart meter sends on the blockchain measurements of
consumption; finally, customers receive DRtokens for their
support in fulfilling the request by the grid operator.
On the day of the DR event, the customer queries the
blockchain and receives the load target expected by the smart
contract, calculated according to (6), then it participates in
the DR event. At the end of the billing period, the market
operator triggers the smart contract to check if customers’
consumptions have been compliant with the grid operator’s
request and remunerates customers according to (9) assigning
them energy-tokens, called DRtokens.
Consider two customers A e B, having baseline and mea-
sured load profile during the DR event as represented in Fig.
4, if the grid operator’s request is to reduce the total load of
4 kW from 8:00 to 10:00 (DR1) and of 6 kW from 19:00
to 21:00 (DR2), the smart contract computes the desired load
reduction for A and B. In order to split out the total load
reduction, the smart contract needs the Availability Profile of
customers, as requested by (6).
So, the first step is to compute the Availability Profile of
each customer in order to find the most feasible for meeting
the request by the network operator. The customers’ initial
Availability can be evaluated in two different ways:
1) Using (6), so for the first DR event the contribution
will be proportional to the ratio (baseline of the cus-
tomer)/(baseline of the aggregated loads), and for the
subsequent DR events it will take into account the Avail-
ability evaluated following the first event using (4) and
(5);
2) Performing training campaigns, simulating DR events, in
order to collect data on customer response availability.
In this work, the authors considered the first method. A
sample of customers has been simulated with related behavior.
After some DR events, the result is that the Availability Profile
of the customer A is higher than the Availability Profile of the
customer B and assigns load reduction accordingly. Even if the
baselines of both customers are similar, as can be seen from
Fig. 4, during the two DR events the smart contract assigns to
customer A a greater reduction compared to customer B (see
the green lines in Fig. 4 to 5).
The baselines shown in Fig. 4 were assessed using the
HighXofY averaging method with Y=10 and X=5. However,
considering the use of second-generation smart meters [42],
for this calculation, the authors considered a measure every 15
minutes, so the baselines are vectors of 96 elements instead
of 24. In Figure 5, ∆P is the difference (represented if
positive) between the baseline of the customer and the real
consumption of the same customer and, as already said above,
∆PDR,h,i is the capacity of the customer for a generic hour
h, evaluated during the i-th DR events. From Figures 5 it
is possible to understand that during DR1 both customers
took part in the event and almost completely satisfied the
request (the ∆PDR,h,i of both is small), while during DR2
only customer B took part in the event. Consequently, for
subsequent DR events, the Availability for those hours of
customer A will be lower. Customers receive, through the
blockchain, remuneration for the power reduction they have
enforced.
At the end of the DR event, according to the difference be-
tween the baseline and the energy consumption recorded (∆P
performed by customer A and ∆P performed by customer
B) the smart contract calculates the remunerations r(A) and
r(B), namely the DR token amount for each hour according
to equation (9), as described in listing 1. Figures ?? and 6
show the hourly token earnings for A and B, during the DR
events hypothesized before, evaluated with (9).
These results were obtained simulating the network ex-
plained above and installing the smart contract on each peer
that allows the implementation of a DR event. Figure 7 shows
the response of the client of customer A after having invoked
the function getDRtoken of the smart contract. In the same
figure, the number of DRtokens for each hour and the total
DRtokens earned by customer A are also represented.
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Fig. 7: Request from Client node customer A.
Listing 1: Snippet of DR smart contract.
f o r k : = 0 ; k<l e n ( d e l t a )−1; k++ {
i f d e l t a [ k]<=0 {
d e l t a [ k ]=0
hourDRtoken=append ( hourDRtoken ,
d e l t a [ k ] )
} e l s e i f d e l t a [ k]<= d e l t a D e s i r e d [ k ] {
r [ k ] = 0 . 0 2 5 * powerReduc t ion [ k ] *
( d e l t a [ k ]* d e l t a [ k ] )
hourDRtoken=append ( hourDRtoken ,
r [ k ] * ( hourwindow [ k ] ) )
} e l s e i f d e l t a [ k]> d e l t a D e s i r e d [ k ] {
d e l t a [ k ]= d e l t a D e s i r e d [ k ]
r [ k ] = 0 . 0 2 5 * powerReduc t ion [ k ] *
( d e l t a [ k ]* d e l t a [ k ] )
hourDRtoken=append ( hourDRtoken ,
r [ k ] * ( hourwindow [ k ] ) )
}
sum := f l o a t 6 4 ( 0 )
fo r , v := range hourDRtoken {
sum+=v
}
d r t o k e n =sum
}
V. CONCLUSION
This work is an improvement of [43]. It shows the use of
the blockchain technology and smart contracts for creating
a reliable and transparent DR remuneration mechanism. In
this way, an automatic system, in which prosumers can com-
municate with the grid operator to provide their flexibility,
can be implemented. The blockchain technology chosen is the
Hyperledger Fabric and it ensures that the same information
is shared among all customers, with a sufficient degree of
data protection and computational effort reduction. The grid
operator notifies the request to increase/reduce the load in a
given timeframe. The smart contract then computes the support
that each customer can provide to fulfill the requested load
modification and remunerates customers proportionally to their
contribution with DRtokens. The improvements with respect
to [43] consist in the CBL calculation, evaluated using a well
known averaging method, and the evaluation of the customers’
potential contribution to the next DR event, evaluated consid-
ering the “Availability Profile” of the customers. Moreover,
a novelty was introduced, with the aim of improving data
privacy in the network. Within the digital identity of each
member of the network, a representative ID of the members
was introduced, in order to determine permissions to use the
different functions implemented by the smart contract and
improve the privacy among the various network users. In this
application, a new node has been added to the network (market
operator) with the purpose to manage the identities of the
customers. Results obtained in a virtual machine environment
show the possibility to use blockchain technology to improve
transparency and efficiency of the DR service in all market
sessions, even considering privacy-preserving issues. Further
work will be devoted to combining this application with others
[44] to create a whole ecosystem of applications devoted to
the electricity market.
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